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Setting the stage

• “Can Campus Networks Ever be Secure?”

– Josephine Wolff, The Atlantic.com, Oct 2015

• Enterprise Networks

– Highly secure networks that regulate and 

restrict new devices, users and networks.

– Good for guarding secrets: government, 

corporate and intellectual property.



Setting the Stage

• Educational Networks

– University networks aren’t designed to protect 

secrets.

– We draw “intellectual sustenance” from the 

turnover, the arrival of new people and the 

exchange of thoughts and ideas.

– There is a balance between allowing the free 

exchange of information and protecting users 

and the sensitive data of the University.



The University of Oklahoma

• OU Enrollment in 2014

– 1,998 International Students
• Sub-Saharan Africa – 170

• Asia – 1,066

• Europe – 294

• Latin America – 170

• Middle East & N. Africa – 242

• North America – 37

• Australia – 15

• Stateless – 4 



The University of Oklahoma

• International Students 

from (a sample):

– China

– Japan

– Afghanistan

– India

– Cambodia

– Latvia

– Serbia

– Libya

– Syria

– Iran

– Botswana

– Philippines

– Turkey

– Ukraine

– Zambia



The University of Oklahoma

• Study Abroad

– 82 Countries

– 240 Cities

– 6 Continents

• Faculty are traveling across the world. 

• We have visiting faculty who:

– Need accounts

– Need access

– Need VPNs



The University of Oklahoma

• International Students account for 8.3% of 
total enrollment for the Norman campus.

• Total enrollment 2014 – 24,044

– One of America’s Best 100 Buys determined by 
Institutional Research & Evaluation.

– 227 acre research campus with specialties in:
• Radar technology

• Meteorology

• Genetics 

• Energy

• Life Sciences



The University of Oklahoma

• OU’s research campus was named #1 

research campus in the nation in 2013.

• OU ranks #1 in the nation in enrollment of 

National Merit Scholars.

• One of America’s Top 25 Most Beautiful 

Campuses.

• Fall to fall retention this year at 90% -

highest ever in school history.



The University of Oklahoma

• 24,044 students & 4709 faculty/staff

– All bringing new devices

– Each student has on average 5 devices

– New, unique DHCP leases for Aug 2016 

projected to hit over 100,000

– Roughly 22,000 devices on the wireless 

network when school is in session



The University of Oklahoma

• Devices:
– No baseline OS, patch level or SP

– Must support most internet connected devices

– Wired and wireless

• People:
– Flux of people from all over the world

– Students ages 17-???

– Bored, untrained, curious

• Equals:
– Lots of interesting traffic!!!

– Malware and infections



Business or Academia?

As a security professional, what am I protecting 
in this environment?

• Personally Identifiable Information (PII)

– Human Resources, Administration, Finance

– Faculty Advisement

• Family Educational Rights & Privacy Act 
(FERPA)

– Can’t disclose educational information without 
consent

– PII/Directory information coupled with a grade

– Faculty notes on student performance, etc.



Business or Academia?

• Payment Card Industry (PCI)
– Concessions at Athletics events / Pro Shop

– OU Book & Clothing stores

– Vendors

– Room & Board

– Payroll / Direct Deposit

• Health Insurance Portability and 
Accountability Act (HIPAA)
– OU Health Sciences Center

– Health clinic on campus

– Athletics and support departments



Business or Academia?

• Intellectual Property

– Research data

– Subscriptions to 3rd party data/record 

repositories

• Other Sensitive Data

– Faculty tenure advancement

– Recruitment & retention methods

– Game play video, play books, tactics



Business or Academia?

• Federal Grants

– Federal Information Security Management Act 

(FISMA)

– Export controlled data – International Traffic in 

Arms (ITAR)

– National Industrial Security Program 

Operating Manual (NISPOM)



Business or Academia?

• PII, PCI, HIPAA, Intellectual Property, 
FISMA

• Looks just like a corporation right?

• Target rich environment

– All of the above regulated data types

– Student personal information
• Excellent or new credit histories

• Easy pivot points to institutional data

• How do educational institutions 
traditionally fare in security performance?



How is Academia Stacking Up?



How is Academia Stacking Up?

• 2013 – New York Times reports a breach.  
Mandiant found that the attacks were 
routed through Universities.

• Jun 2015 – Harvard discovered a breach 
in the Faculty of Arts and Sciences and 
Central Administration.

• Jul 2015 – University of Connecticut 
responds to a criminal cyber intrusion 
originating in China.



How is Academia Stacking Up?

• Dec 2015 – U.C. Berkley reports 80,000 
records exposed during a cyber attack on 
their financial system.

• Feb 2015 – University of Oklahoma’s 
College of Business has several 
databases compromised after a racial 
incident with the SAE fraternity.

• Academia is now ranked 3rd in the top 10 
of industries breached.



How is Academia Stacking Up?

• So….

• Academia is not immune or flying under 

the radar.

• "University networks often have multiple 

levels of connectivity and accessibility to 

enable research, collaboration and an 

‘open culture’ among faculty and 

students." - Dept. Homeland Security



How is Academia Stacking Up?

• How do we balance allowing access and 

academic freedom with protecting the 

corporate aspect of the University?

• What techniques can be leveraged for a 

security organization fighting against a 

culture used to open protocols and 

access?



Our Security Methodology

• Our Security Trinity:

– Threat Intelligence

– Adaptive Technologies

– Resilient Processes

• How are we leveraging threat intelligence?

– Manual processes

– Integrations

– Sharing



Threat Intel – Manual Processes

• HUMINT
– CoIT Oklahoma

– REN-ISAC

– EDUCAUSE

– Infraguard

– Other Federal and/or Media publications

• Manual Processes
– Manual IoC lookups

• Threat Stream

• Virus Total

• Other



Threat Intel – Manual Processes



Threat Intel – Manual Processes



Threat Intel – Manual Processes



Threat Intel – Manual Processes



Threat Intel – Integrated Solutions

• Threat Intel Integrated Solutions 

– AlienVault OTX

– REN-ISAC

– Anomali ThreatStream

– Cisco ThreatGrid

– Palo Alto Wildfire

– IBM X-Force

– FireEye NX



Threat Intel - Integrations

• Platform Centric Integrations

– AlienVault OTX



Threat Intel - Integrations



Threat Intel - Integrations



Threat Intel - Integrations

• Platform Centric Integrations

– Cisco ThreatGrid

• OpenDNS

• CloudLock (future integration)



Threat Intel - Integrations



Threat Intel - Integrations

– Palo Alto Wildfire



Threat Intel - Integrations



Threat Intel - Integrations

– IBM X-Force

• Resilient Incident Response Platform



Threat Intel - Integrations



Threat Intel - Integrations

– FireEye NX



Threat Intel - Integrations

• Platform Agnostic Integrations

– Bro IDS

• Threat Stream 

• AlienVault OTX

– Palo Alto

• Threat Stream

• Other

– Resilient 

• Custom Threat Plugins



Room for Improvement?

• Each threat intel source helps provide 

information that allows the security team to 

prioritize.

• While there are similarities across 

platforms, usefulness, detail and efficacy 

vary across platforms.

• It is still difficult for a small staff to prioritize 

across platforms.



Feature Request

• More synchronization between threat intel 

sources and/or between platforms.

• There is a movement in IT Security to 

move beyond technology silos and share 

information.

– E.g. Malware makes it past firewall/IPS, past 

the network detection/sandbox tool but is 

caught by the endpoint agent.  The endpoint 

then sends the intel back up the chain so it’s 

blocked in the future.



Conclusion

• Academic networks face many of the same 
attacks as corporate networks.

• Threat intelligence is a key tool in both 
allowing and supporting academic freedom 
while also providing the insight to address 
real security threats.

• Convergence of threat intel across security 
platforms will allow for the adaptive defenses 
required to adequately prevent and react to 
actual cyber attacks.



Conclusion


