Q2 - Do you currently have any type of training and awareness program for cyber security
at your campus? (this could be anything from ad hoc to mandatory/formal)

Yes

Mo
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# Answer % Count
1 Yes 75.00% 6
2 No 25.00% 2

Total 100% 8



Q3 - Do you incorporate any of the following into your program? (select all that apply)

Ad Hoc - as neaded,
when ashed for
special Scenarics,
events, etc.

Mandatory Training
and awareneass for
employees

Mandatory Training
for Students

Mew Employees receive
training during

orientation
| | I I | | I | | 1
0 0.5 1 15 2 25 3 a5 4 45 5 55
# Answer % Count
1 AdHoc - as needed, when asked for special scenarios, events, etc.  41.67% 5
2 Mandatory Training and awareness for employees 16.67% 2
3 Mandatory Training for Students = 0.00% 0
4 New Employees receive training during orientation = 41.67% 5

Total 100% 12



Q5 - If your training is mandatory, are they required to take the training AT LEAST once
per year?

Yes

Mo
| | | | | | | | | |
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# Answer % Count
1 Yes 66.67% 2
2 No 33.33% 1

Total 100% 3



Q6 - What type of training or awareness do you conduct? (check all that apply)

Online

In parson - amall
group

In person - large
auditorium

Email remindars

BannerefPostars/Mar
keting Material

Ewents on Campus
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# Answer % Count
1 Online 14.29% 3
2 In person - small group 23.81% 5
3 In person - large auditorium  0.00% 0
4 Email reminders  28.57% 6
5 Banners/Posters/Marketing Material = 19.05% 4
6 Events on Campus 14.29% 3

Total 100% 21



Q8 - Do you have any of the following as part of your training and awareness program?

Third party software
you purchased or
subscribe to

Home Grown web based
training (that has

been developead with
code)

Home grown power
poimt slide deck
astyle

Wideos

Other

| | | | 1 |

0 0.5 1 15 2 25 3
# Answer % Count
1 Third party software you purchased or subscribe to  33.33% 3
2 Home Grown web based training (that has been developed with code) 11.11% 1
3 Home grown power point slide deck style  33.33% 3
4 Videos 22.22% 2
5 Other  0.00% 0
Total 100% 9

Other

Other



Q7 - From the SANS organization, how would you define the maturity of your Security

Awareness Program?

Mon-Existent: no
program exists and
employees do not
understand how they
impact the security
of the organization.

Compliance Focusad:
program is desigrned
primarily to meet
specific compliance
or audit
requirements.

Promoting Awareness
& Behavior Change:
Program identifies
the training topics
that have the
greatest impact in
supporting the
organization’s
mission and focuses

an thﬂaemﬁﬁm
Sustainment &

Culture Change:
Program has the
processes, IeE0urces
and leadership
support in place for
a long-term life
cycle including
annual review.

Metrics Framework:
Program has robust
metrics framework to
track progress and
measure impact.

Shows ROI.

| | | | | | | | |
o 0.2 0.4 0.6 0.8 1 1.2 1.4 1.6 1.8
# Answer
1 Non-Existent: no program exists and employees do not understand how they impact the
security of the organization.
) Compliance Focused: program is designed primarily to meet specific compliance or audit
requirements.
3 Promoting Awareness & Behavior Change: Program identifies the training topics that have
the greatest impact in supporting the organization's mission and focuses on those key topics.
4 Long-Term Sustainment & Culture Change: Program has the processes, resources and

leadership support in place for a long-term life cycle including annual review.
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%

16.67%

33.33%

33.33%

16.67%
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Metrics Framework: Program has robust metrics framework to track progress and measure
impact. Shows ROI.

Total

0.00%

100%

0

6



Q9 - What of the following apply to you? (select all that apply)

| WFULEILE HRE LD el J
training and awaranass
tool or slidedeck that

| eould use exactly as
provided. | don't want
to have to maintain it
or makes any changes to
it

| wowld like to get a
training and awareness
toolfslidedack that |
could take and "tweak”

for my campus.
| wouwld like to geta _

training and awareness
"shell™ or framework
of topics that |
should be training on
and be abla to create
something for my
campus. &
I would like to buy
something off the
shelf or softwarz as a
sErvice

I will need support
getting my campus to
adopt a mandatory
training and awareness
program.

I dom't feel that 1
need anything more
than [ currently have.

Other

| !
0 0.5 1 1.5 2 25 3 3.5 4 4.5 L 55

# Answer
1 I would like to get a training and awareness tool or slidedeck that | could use exactly as
provided. | don't want to have to maintain it or make any changes to it.

) | would like to get a training and awareness tool/slidedeck that | could take and "tweak" for
my campus.

3 | would like to get a training and awareness "shell" or framework of topics that | should be
training on and be able to create something for my campus.

4 | would like to buy something off the shelf or software as a service
5 | will need support getting my campus to adopt a mandatory training and awareness

program.

6.5

% Count
5.56% 1
33.33% 6
27.78% 5
0.00% 0
16.67% 3



| don't feel that | need anything more than | currently have. 0.00% 0
Other 16.67% 3

Total 100% 18





