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Cisco Security Agent and the Zotob Worm

Summary

A network Worm has appeared in the wild that targets Microsoft Windows 2000 systems via a vulnerability in the
Universal Plug and Play service (MS05-039). The Cisco Security Agent (CSA) version 4.5 running the default security
policy is effective in stopping this attack and preventing system compromise by all variants of the worm, even when the
UPNP service has not been patched. Older CSA versions (v4.0.2, v4.0.3; others were tested as of this date) running
the default configurations also stop the worm and its variants. No reconfiguration of the default CSA security policy or
update to the CSA binary is required to stop the worms and variants.

Details of the Worm

The Zotob worm and its variants is a self-propagating network worm targeting a vulnerability in Microsoft Windows
2000 systems that run the Universal Plug and Play (UPNP) service. It contains a buffer overflow exploit that
compromises this service. The worm uses a Null session to connect to the service over TCP port 445. This makes it
hard to block in the network, since critical Windows services such as Active Directory rely on port 445.

Once the connection is established, the worm executes a buffer overflow exploit against the uPNP service. Once the
buffer overflow is executed, the worm performs a number of malicious and damaging behaviors. The specific
behaviors vary from variant to variant, but include the following:

»  Writes executables in System folder

* Creates RUN registry keys

* Modifies HOSTS file

» Downloads files via TFTP

» Connects to 72.20.41.139/IRC

» Starts Command shell running FTP on port 33333, 65533, 11173; TFTP 1171; UDP 69
» Creates up to 300 threads to scan for other systems to infect

» Atleast one variant use SMTP to spread

» Atleast one variant deletes registry keys and files

» At least one variant terminates processes

Figure 1 shows the worm lifecycle.

Information about the Zotob worm is available at
http://www.cisco.com/en/US/about/security/intelligence/05_08_zotob_worm.html

How CSA Stops the Worm

The CSA default policies contain at least six rules that stop the worm and variants. The exact number of malicious
activities that is stopped varies depending on the variant tested, but up to ten behaviors were identified during testing
at Cisco (using the Zotob.B variant). No changes to the CSA binaries or default configuration are required to get this
protection.

The following actions have been observed being blocked by CSA running the default security policies:

* Anincoming Null Session connection to the uPNP service
» A buffer overflow against the service
e The attacked service attempted to execute a command shell (CMD.EXE)

© 2005 Cisco Systems, Inc. All right reserved.
Important notices, privacy statements, and trademarks of Cisco Systems, Inc. can be found on cisco.com
Page 1 of 3



r‘; 18 August 2005

* An executable file (or files) was written to the %SYSTEM directory

» One of these files was executed

* The application executed from the file tried to modify the hosts file

» The application executed from the file tried to create RUN or RUNSERVICES registry entries
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Figure 1. The Zotob Worm (and variants) in action

This testing is shown in Figure 2.

Note that the worm was tested at Cisco, with the agent in Testmode, which will cause the agent to alert (but not block)
malicious behavior. This was done to identify all possible ways that the CSA default policies would stop the worm.
When the agent is in protect mode (the typical operational configuration), the first rule would kill the worm, i.e. no other
events would be seen, since the worm would be blocked before it could perform any malicious actions. Cisco tested
with agents in Testmode to determine how deep the CSA defense in depth is for the worms and variants. For the
Zotob.B variant, this defense in depth is ten (as shown in Figure 2).

When CSA agents block the worm, they send an alert back to the CSA Management Center (CSAMC) server. This
alert contains the IP address of the attacking system. The CSAMC correlates alerts received from multiple CSA
agents, and can quarantine attacking systems by adding their IP addresses to a “Block” List. This Block List is
distributed to all agents, including agents that have yet to be attacked, effectively increasing the defense in depth.

Testing was performed against the CSA default policies. No binary or policy update was needed for CSA agents to be
effective. In short, this was a true test of "Day Zero" protection. This is very similar to what we have seen with earlier
worms — the default CSA configuration stopped the worm, with no binary or policy updates required. The following is a
partial list of prior worms that the CSA has stopped:

Bagle Email worm SQL Snake Network Worm
Blaster Network Worm JPEG/GDI+ Malware downloader
Bugbear Email Worm MyDoom Email Worm

Code Red Network Worm Nimda Network Worm
Debploit Network Worm Pentagone/Gonner Email Worm

Fizzer Email Worm Sasser Network Worm
Gator/Gain Spyware Sircam Email Worm

Hotbar Spyware Sobig Email Worm

SQL Slammer Network Worm
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This worm is only the latest example of new and mutating attacks that can seriously impact organization’s computing
and network environments. The Key to stopping these new attacks is the ability to stop the attack without requiring any
changes to default configuration, and multiple rules in the default policies which provide a defense in depth.
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11 B/18/2005 WW2K-SWR-Testl MNotice TESTMODE: The process 'C:AWINNT Y system32vhaha exe' (as user NT AUTHORITYASYSTEM) attempted to call the function CreateThread il
11:08:07 from a buffer (the return address was Ox406f6a). The code at this address is '0068886e 400062300 6a00ff15 30804000 630affls 6C804000
AR ebce33cd BheS5dc2' This either happens when a process uses self-modifying code or when a process has been subverted by a buffer
overflow attack. This would have caused the user to be prompted as to the action to take,
Details | Rule 172 | Wizard A Find Sirmilarsl
10 8/18/2005 WZK-GYR-Testl (oiic TESTMODE: The process 'C\WINMT\system3zihaha exe' (as user NT AUTHORITYASYSTEM) attempted to access the registry key
11:08:08 “REGISTRYYMACHINENSOF TWAREVMICROSOF Thwindows\CURREMTYERSIOM RunServices', value 'csm Win Updates, The attempted access
AM was d write (operation = WRITE/AALUE). This would have caused the user to be prompted as to the action to take.
Details | Rule 131 | wizard % Find Similar =l
9  B/18/2005 WEK-SWR-Testl Notice TESTMODE: The process 'CIAWINNTYsystem32vhaha exe' (as user NT AUTHORITYASYSTEM) attempted to access the registry key
11:08:06 “REGISTRYY\MACHINE S oftware\MicrosoftiwindowshCurrent¥ersion\RunServices', value ' The attempted access was a write {operation =
AR CREATE/KEY). This would have caused the user to be prompted as to the action to take.
Details | Rule 131 | Wizard A Find Similarsl
8 8/18/2005 WZK-GYR-Testl (oiic TESTMODE: The process 'CA\WINMT\system3zihaha exe' (as user NT AUTHORITYASYSTEM) attempted to access the registry key
11:08:06 “REGISTRYYMACHINENSOF TWAREN\MICROSOF ThWindows\CURRENTYERSIOMYRUN', walue 'csm Win Updates. The attempted access was a write
Ak {operation = WRITE/AALUE). This would have caused the user to be prompted as to the action to take.
Details | Rule 131 | wizard % Find Similar =l
7 B/18/2005 WMEK-SWR-Testl Notice TESTMODE: The process 'CAWINNTYsystem32vhaha exe' (as user NT AUTHORITYASYSTEM) attempted to access the registry key
11:08:06 “REGISTRYY\MACHINE S oftware\Microsoft\windows\CurrentyersionyRun', value ', The attempted access was a3 write (operation =
AM CREATE/KEY). This would have caused the user to be prompted as to the action to take.
Details | Rule 131 | wizard A Find Similar 2l
6 8/18/2005  MBK-SVMR-Testl Mot TESTMODE: The process 'CAWINNT Y System32ihaha. exe’ (a5 user NT AUTHORITYASYSTEM) attempted to access 'CUNWINNTAsystem32
11:08:08 hdrivershetcihosts'. The attempted access was a write (operation = OPEN/CREATE). This would have caused the user to be prompted as ta
AR the action to take.
Details | Rule 125 | wizard % Find Similar =l
& B/18/2005 WW2K-SWR-Testl Notice TESTMODE: The current application 'C\WWINNT\system324CMDLERE' (as user NT AUTHORITYASYSTEM) is trying to execute the new
11:08:06 application 'C:\WINNT\system32ihaha.exe'. This would have caused the user to be prompted as to the action to take.
Al Details | Rule 511 | Wizard A Find Sirnilarsl
4  B/1B/2005 WWZK-SYR-Testl Alert TESTMODE: The current application 'COWINNT \system32isarvices, exe’ (as user MT AUTHORITYASYSTEM) attempted to execute the new
11:08:06 application 'CAWINNT\system32NCMD.EXE', The operation would have been denied.
Al Details | Rule 510 | Wizard A Find Sirnilarsl
3 B/18/2005 W2K-SWR-Testl Alert TESTMODE: The process 'System' (as user NT AUTHORITYA\SYSTEM) attempted to communicate with 10.1.2.150 on TCP port 445, The
11:08:05 attempted access was to accept a connection as a server (operation = ACCEPT). The aperation would have been denied.
Al Details | Rule 118 | wizard A Find Similara
2 B/18/2005  MBK-SVMR-Testl Mot TESTMODE: The process 'CAWINNT system32hservices.exe' (as user NT AUTHORITYASYSTEM) attempted to call the function LoadLibrarys
11:02:34 ("ws2_32") from a buffer (the return address was 0x55f9b8). The code at this address s 'ffd66653 66683332 68777332 S5fE4ffd0 68chedfc
Ak 2bEOffda 5f39e566 812d0802' This either happens when a process uses self-modifying code ar when a process has been subverted by 3
buffar overflow attack, This would have caused the user to be prompted as to the action to take,
Details | Rule 172 | Wizard A Find Sirnilarsl
1 B/18/2005 W2K-SWR-Testl Alert TESTMODE: The process 'System' (as user NT AUTHORITYASYSTEM) attempted to communicate with 10.1.2.150 on TCP port 445, The
11:02:34 attempted access was to accept a connection as a server {(operation = ACCEPT). The operation would have been denied.
Al Details | Rule 116 | Wizard A Find Similsral
Generate rulss

Logged in s:: admin

Figure 2. CSA Default Configuration Stops the Zotob.B Worm
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