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		 Southeastern Oklahoma State 	 	University 
Continuing Education

ENROLL TODAY!
Course number: 0222-4662
By Phone:
Credit card required. Visa, MC, Discover, or AMEX. 
Call 580.745.2858 or 1.800.435.1327 X2858.

By Mail:
Check required. Mail to: Continuing Education, SE, 1405 N 4th Ave., PMB 4232, Durant, OK 74701-0609
Purchase Order: 
If you are paying by purchase order, a copy of the purchase order must be submitted with the faxed, mailed, or in-person registration.  

Course number: 0222-4662
[bookmark: _GoBack]CISSP® CBK®  Review

	Thu
	Feb 9, 2012
	Morning

	Fri
	Feb 10
	All Day

	Mon
	Feb 13
	Morning

	Tue
	Feb 14
	All Day

	Wed
	Feb 15
	Morning

	Thu
	Feb 16
	All Day

	Fri
	Feb 17
	Morning


Dates/Times:	






Cost:		Through Jan 10, 2012:	
	Individuals:  	$1,080
	Groups (3-6):	$3,000

	From Jan 11 to Feb 1, 2012
	Individuals:	$1,200
	Groups (3-6):	$3,600
	
Instructor - CLAY RISENHOOVER, RISENHOOVER CONSULTING, INC.
Clay is the president of Risenhoover Consulting, Inc. (RCI), a small IT management consulting firm based in Durant Oklahoma. Founded in 2003, RCI provides IT audit, IT management consulting, customized technology training, and software development services to clients in multiple sectors. Clay’s past experience includes positions in software development, technical training, LAN and WAN operations, and IT management in both the private and public sector. He currently holds the CISSP, CISA, CISM, GSNA, GPEN, GCIA, MCT, CEH, and Security+ certifications, among others.
Location
The class will be taught from Southeastern Oklahoma State University in Durant. The class will also be available to IETV (H.323) sites around the state including Stillwater and Okmulgee. Let us know ASAP if your site (or a site close to you) would like to be added as a host site.

Objectives
Upon successful completion of this 40-hour course, the student will have a knowledge of each of the ten domain areas in the International Information Systems Security Certification Consortium Common Body of Knowledge ((ISC)2CBK®). A combination of lecture, discussion and review questions will be used to reinforce each of the knowledge domain areas and their subtopics. 
Student Material
Required material for the class will be provided. Students are encouraged (but not required) to purchase and review the following two texts in preparation for the class:

Official (ISC)2 Guide to the CISSP CBK, Second Edition ((ISC)2 Press)
Harold F. Tipton
Auerbach Publications; 2 edition (December 22, 2009)
ISBN-13: 978-1439809594

CISSP All-in-One Exam Guide, Fifth Edition
Shon Harris
McGraw-Hill Osborne Media; 5 edition (January 15, 2010)
ISBN-13: 978-0071602174

Students, please note: While the class will not be taught from either text, the class outline will mirror the outline used by Tipton to facilitate student use of the official (ISC)2study guide. If you choose to purchase the Official Study Guide, please ensure that you get the Second Edition, published in 2009.

Course Outline

1. Access Control
a. Key Access Control Concepts
b. Access Control Principles
c. Information Classification 
d. Access Control Requirements 
e. Access Control Categories
f. Access Control Types 
g. System Access Control Strategies 
h. Identity Management 
i. Access Control Technologies 
j. Data Access Controls
k. Intrusion Detection and Intrusion Prevention Systems Threats 

2. Application Security
a. Domain Description and Introduction 
b. Applications Development and Programming Concepts and Protection
c. Audit and Assurance Mechanisms
d. Malicious Software
e. The Database and Data Warehousing Environment
f. Web Application Environment

3. Business Continuity and Disaster Recovery Planning 
a. Project Initiation and Management 
b. Senior Leadership Support 
c. Hidden Benefits of the Planning Process 
d. Defining the Scope of the Planning Effort 
e. Company Policy or Standard 
f. Legal and Regulatory Requirements 
g. The Ten Professional Practice Areas
h. Regulations for Financial Institutions
i. Legal Standards
j. Resource Requirements
k. Understanding the Organization 
l. Business Impact Analysis 
m. Selecting a Recovery Strategy 
n. Documenting the Plan
o. Managing Recovery Communications 
p. Testing the Plan
q. Training and Awareness Programs 
r. Update and Maintenance of the Plan 
s. Transitioning from Project to Program 
t. Roles and Responsibilities 

4. Cryptography
a. Introduction
b. Key Concepts and Definitions
c. Emerging Technology
d. Protecting Information
e. Uses of Cryptography
f. Additional Features of Cryptographic Systems
g. Methods of Cryptography 
h. Encryption Systems
i. Message Integrity Controls
j. Digital Signatures
k. Encryption Management
l. Cryptanalysis and Attacks
m. Statistical Analysis
n. Encryption Uses

5. Information Security Governance and Risk Management
a. The Business Case for Information Security Management
b. Information Security Management Governance
c. Organizational Behavior
d. Security Awareness, Training, and Education
e. Risk Management
f. Ethics

6. Legal, Regulations, Investigations, and Compliance
a. Major Legal Systems
b. Information Technology Laws and Regulations
c. Incident Response
7. Operations Security
a. Key Themes
b. Protecting Valuable Assets
c. Controlling Privileged Accounts
d. Managing Security Services Effectively

8. Physical and Environmental Security
a. Innovation and Leadership
b. Site and Facility Design Criteria 
c. Location Threats
d. Perimeter Security
e. Gates and Fences
f. Perimeter Intrusion Detection
g. Lighting
h. Access Control
i. Closed Circuit TV
j. Guards	
k. Design Requirements
l. Building and Inside Security
m. Interior Intrusion Detection Systems
n. Escort and Visitor Control
o. Secure Operational Areas
p. Environmental Controls

9. Security Architecture and Design
a. The Basics of Security Design
b. Enterprise Security Architecture
c. System Security Architecture

10. Telecommunications and Network Security
a. Introduction
b. Layer 1: Physical Later
c. Layer 2: Data-Link Layer
d. Layer 3: Network Layer
e. Layer 4: Transport Layer
f. Layer 5: Session Layer
g. Layer 6: Presentation Layer
h. Layer 7: Application Layer
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